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InTroDuCTIon
Web services have been wildly hyped for a long while now. Web services, and more specifically mashups, on which we focus here, are an area of enormous innovation. That innovation is manifested through new business models, new technologies, and clever new ways to use and share data. It's also an area where interoperability is the name of the game; the notion that people, data, and code can interact with other people, data, and code is the starting point for these services. The word "interoperable" is often in the definition of what a Web service is. The focus of this case study is the relationship between innovation in Web services applications and the interoperability (or interoperability potential) that we see. We conclude that the connection between interoperability and innovation is plain in this context. A wide variety of mashups that are useful to individuals, enterprises, and society as a whole have been enabled by interoperability in Web services, and could not exist without it.
The drivers of interoperability have been market demand, private ordering, and work done in standards bodies. But the system by which it has come to pass is currently unstable, in the sense that a lawsuit or withdrawal of interoperable interfaces by a key stakeholder could set back innovation considerably.
We consider several options for creating greater sustainability over time, such as license interoperability, open standards, and back-up in the form of traditional law enforcement.
Definitions
1.1
they can make it much easier for applications to communicate, 2 especially with XML to code and decode the data and SOAP (Simple Object Access Protocol) to transport it using open protocols. The term "Web services" as we use it, however, encompasses more than these messaging technologies, including application-specific programming interfaces and any other software capabilities that facilitate data transfer between applications on the Web. This set of technologies provides an interoperable framework for communications between applications, but the overall interoperability depends greatly on the applications and the data exposed to them.
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Mashup Interoperability 1.2
There is no single, industry-standard definition for mashup interoperability.
In order to approach a definition for mashup interoperability, we must start by defining mashups. In general, mashups exemplify Web services technology, fusing data from two or more Web applications to create an integrated experience informed by the original data sources. Mashup creators pull data dynamically from one source and integrate it with another. As a simple example, Fast Food Maps combines location information of major US fast food restaurants with Google Maps so residents of a particular city can see where they can stop for a hamburger or pizza.
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Interoperability specifically in the mashup context must be defined broadly enough so as to be useful in discussing all relevant applications of the term, but not so broadly that it encompasses so much as to lose meaning and value as a limiting force. Because all mashups inherently take advantage of interoperability, we take the view here that mashup interoperability is the set of conditions, including compatible technologies and willing participation by Web services and data providers, that permit developers to create mashups. Our i n t r o d u c t i o n definition is thus not limited to just one protocol or set of protocols. Mashup interoperability, therefore, includes the quality that allows a mashup developer easily to convert his or her mashup from using one data source (say, a map) to another. It also includes some kind of parity in messaging technology, and further encompasses the needs for interoperability at the content level, such as data portability. However, we do not limit our discussion to the technical standards and interfaces that enable data exchange. Rather, we also discuss the broader market, legal, and social forces surrounding mashup interoperability, including the needs and focuses of the various stakeholders outlined later in this case study.
The two active ingredients of Web mashups are the data and application programming interfaces (APIs), which provide an interface with which nonprogrammers can gain access to a malleable form of the data. Both data and APIs can be public or private.
Mashups have recently gained attention because of the creativity involved in their development and the functionality they afford users. If the Internet is thought of in superseding layers -physical (the wires), logical (the protocols), content, and social -mashups fit between the content and social layers, changing the ways in which individuals relate to content.
Mashups fit into the traditional stack as follows:
C O N T E N T S O C I A L L O G I C A L P H Y S I C A L M A S H U P S A P I c a s e s t u d y Mashups Interoperability and eInnovation
Mashups rely on the logical layer to support point-to-point messaging. This messaging is by definition a form of interoperability. Often, it is XML-based.
Data is pulled from the content layer, greatly enabled by the API, and the final product affects the social interactions on the Internet.
Data sources come from a range of Web content, including posted APIs, statistics, maps, RSS feeds, and advertisements. Mashup content is also sourced by 'screen scraping,' a process where, in the absence of an API, a computer program 'scrapes' a site for data, using code that crawls the site and collects the information in a format the programmer can use for his or her mashup.
Many people are experimenting with mashups using Microsoft, Google, eBay, Amazon, Flickr, Serena, Facebook, and Yahoo APIs; companies often post their own API so that developers can utilize it in new mashups. The result is a value-added representation of data that makes it easier for a user to synthesize information. The following chart shows the distribution of popular APIs that are used in this way:
Figure 1. Top APIs Used for Mashups
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The mere existence of these APIs does not lead inexorably to the development of any mashups, let alone mashups that are themselves interoperable with other APIs or mashups. The level of interoperability of a mashup depends on the endpoints into which the Web service plugs -the data on one end and the mashup on the other. The places at which data departs one point and arrives at another can be locked in such a way that they lessen the system's in-
Programmable Web, Top APIs for Mashups, http://www.programmableweb.com/apis (last visited 30 October 2007).
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ProgrammableWeb.com 10/30/07 teroperability overall. For example, a data provider could allow access to their data only through the use of their API, which may not allow for all uses, or a mashup programmer could represent his information in such a way that it is hard for someone who wants to use it as a data source to build on top of it.
Mashup Innovation
1.3
Because Web services began as a way to link large, non-interoperable systems, we observe that there is value in maintaining or enhancing the current level of interoperability from the perspective of promoting innovation in this space. Interoperability among Web services has facilitated the development of innovative mashups that are productive for society. The job of ensuring continued innovation in the mashups context becomes our focus. Challenges arise in developing an understanding of further ways to interoperate, what the stakeholders might demand, and how to achieve it if necessary.
When it comes to mashup innovation, there are three primary stakeholders:
individual users of mashups The connection between these types of innovation and the interoperability we have observed currently crosses boundaries between layers in the stackinteroperability at the technical level enables innovation at the content level. However, the relationship may work for that step only, since that innovation may not in turn be interoperable or foster further interoperability at the logical or content levels. Because a wide range of people and organizations are currently making mashups, an even broader range of people will soon be using them.
Some of the first mashups were targeted at individual users, and there continues to be a wide variety of mashups primarily useful to individuals. For instance, HousingMaps links Craigslist housing ads to Google Maps so someone looking for housing can filter the available postings and view them on a map to see what possibilities are in a given city or neighborhood.
6 FindNearby has taken that idea a step further by bringing together listings from eBay, Craigslist, Amazon eCommerce, and other stores so consumers can search for products within a certain radius sold by both retail stores and other con- show the information they are reporting, through dynamic maps and visuals.
In this way, these uses of mashups represent an improvement upon the classic notion in computing of middleware.
Increasingly, the mashup is being used as the driver of the business. They work off pay-per-use, subscription, or ad-funded models. For example, sites like mapmyrun.com and povo.com are start-ups, providing value-added services to users. The use of mashups as the basis for a start-up entails greater risk than simply adding it on to an existing business because it inherently depends on one or more APIs or data sources from third parties who could change terms or cut off access entirely. This phenomenon gives rise to a series of concerns that we will explore later in this paper.
In public service mashups, non-profits, governments, or private citizens use mashups to serve the public interest without a profit motive. 
Data providers 1.3
Data providers fall into two main camps: companies whose data is normally gathered and held for their own purposes, and public or government organizations that collect data in the course of their service to the public.
Companies have increasingly made their data available via API, and opening data to mashup developers is quickly becoming part of the Web 2.0 movement. One proponent stated, "It's going to be almost like a decade ago. Do you have a Web site? Check. That's how it will be with APIs."
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The main motivation to make data more readily available via API appears to be exposure. For a private company such as Google, allowing others to use their map functionality increases the branding of the Google name. Some say that companies create APIs in recognition of the innovative and generative possibilities afforded by allowing others to mix and mash the data. 20 A company's reliance on the uptake of its API varies. Some companies tie the use of their data to payment in a pay-per-use model. For example, salesforce.
com provides customers access to its data on an as-needed basis. 21 Others provide the API (and access to the data) free, sometimes in conjunction with placing advertisements.
While public-sector information sources will always be available, it is important to note that without the proper incentives to obtain data, corporations 11 c h a p t e r o n e Mashup structure and state of play will not collect it in the first place, let alone make it available to mashup developers. Data providers usually have to invest resources in gathering or creating data, and they expect to be compensated for that in some way. Intellectual property laws, advertising revenue, and intangible rewards in terms of visibility, goodwill, and market position currently provide incentives to provide data, but if these cease to be compelling, the Web services ecosystem will have to adjust to ensure data providers continue to get a return from their investment. is lacking is certainty that the interoperability on which they have built will persist, at least at the cost (often, at zero cost) and in the format in which it has been afforded to date. It is unclear how long it will last.
Pain Points in Mashups
Despite the high degree of innovation in the mashup space and particularly at the messaging level, several pain points contribute to this continued instability. These include: 1) a lack of identity interoperability; 2) a lack of license interoperability, which results in confusion or instability related to terms of service and party rights and responsibilities; 3) and a lack of data portability.
Some technological inhibitors of full mashup interoperability stem from a lack of identity interoperability. Without consistent identification, the programmer must create an account with each data provider. The user must create an account with each mashup that requires registration. Security, data tampering and authentication issues discussed in the Digital ID case study apply. According to one expert, "The biggest issue surrounding APIs is identity. What's the standard? Is it OpenID? I don't know. The whole area is vague.
Most of the major API vendors have their own authentication APIs. Each is similar, but in the end, they're all different."
22 Furthermore, each is tied to its own specific terms of service.
The relationship between the mashup and the data provider is generally governed by the data provider's terms of service. These usually grant the right to use the data for purposes authorized by the data provider, delineate any responsibilities the data provider will accept (such as a certain percent uptime), and their limitation of liability. Terms of service are generally straightforward for the hobbyist mashup creator, but they can present problems to the counsel for a company considering basing its business model on mashup development.
One common problem is the frequent lack of usage terms. Put another way, the licenses themselves are not interoperable with one another. Data providers can-and do-charge for the use of their data when traffic is sufficiently high, or sometimes when the mashup starts charging their users for their service.
Some data providers, such as Microsoft's Windows Live Platform, have attempted to simplify their agreements by writing consistent cost information into the terms of service -a certain amount owed to Microsoft per unit of traffic. 23 However, there is no agreed-upon industry standard. Service level agreements, contracts guaranteeing availability of Web services to given developers in exchange for payment or other conditions, can introduce stability into the system, explicitly tailoring responsibilities and rights for each party, and setting terms related to the length of the agreement that establish a reasonable level of certainty on which an investment might rationally be based.
In practice, terms of service and service level agreements can pose legal barriers to some people who would otherwise create mashups but do not fit squarely within the terms of service or cannot afford a service level agreement. Some stakeholders are also concerned that any investment they make will be dependent on the goodwill of third-party Web services providers. The system is currently unstable in that data providers may not maintain their initial level of data availability. Terms of service often release the data provider from any suggestion that their data will remain available indefinitely, or even that they will provide prior notice to the mashups that rely on it if they are removing their service. Individuals who are left with no data source for their mashup are out of luck. 24 This is particularly a concern in cases in which the data is not being provided willingly, but is being "scraped" from another Web site that may not take kindly to the appropriation of its data.
Data portability is a corollary of the previous two pain points. Currently, it is difficult to port settings and data from one provider to another. This could be partly solved by a persistent sense of identity and consistent terms of service across the Net. The market drives against data portability because it is often better for a data provider's business to create lock-in, keeping a user coming back to the site instead of another.
When data is shared by multiple mashups, it gives rise to questions of ownership, rights, and control. What would happen, for example, if a provider suddenly pulled its API from the public Web, even after it had been used in several mashups that cost millions of dollars and held personal data for mil- 
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InhIbITors of InTeroperabIlITy
The current level of interoperability and openness of APIs and data create a rich environment for innovation, but there is instability in the system that gives reason for pause. Solutions to this instability could also have deep effects on the level of interoperability given the complexity of stakeholder needs and system requirements. For example, instability of this system is a concern for innovators, and data portability as part of achieving greater interoperability could be a mitigating force. Conversely, as programmers look for ways to increase stability, they may create one-off service level agreements and close linkages with data providers, and these relationships may reduce interoperability by increasing switching costs. The challenge is to achieve sustainability, maintaining the current level of openness to innovation, without creating too much stability --entrenchment of the status quo --at the expense of future extensibility.
Technology (architecture)
2.1
The messaging technology that underlies Web services is not a set-in-stone standard, but most developers appear to choose from a fairly short list of technologies. This means there can be some innovation at the technology layer, but it is dwarfed by the innovation that occurs at the content layer. Thus far, the openness of APIs and the availability of mashup programming tools seem to indicate that switching costs between messaging technologies are low. An RSS document, which is called a "feed", "Web feed", or "channel", contains either a summary of content from an associated Web site or the full text.
The basic idea of aggregating information gleaned from Web sites began in 1995, and, in the years following, RSS underwent numerous transformations. Of course, in the long term this incentive structure could reduce competition once again -if a large portion of consumers adopted Google Docs in place of Office, they could become locked into Google as a vendor just as they had been to Microsoft, unless Google's APIs were so expansive that they allowed complete data export. Thus, and especially since the mashup space is too immature for patterns of competition to have become established, the long-term consequences of interoperability for competition are far from certain. 
html (last visited 2 November 2007). c h a p t e r t w o Drivers and Inhibitors of Interoperability
Social Norms
2.3
One of the quiet, yet powerful, forces governing activity online is social norms. The ethos of Web 2.0, at least at present, is very strong: the system on which users have come to participate in creating meaning is grounded in sharing data, code, and information. It would be very hard for a company to offer APIs for others to use and then abruptly shut them off, for fear of the consequences of violating online social norms. This factor is yet stronger when the use of the API is for the public interest. For example, blogger Sami Ben Gharbia maintains a mashup that maps Tunisian prisons and provides information on the prisoners held in each one. 40 He has found that a mashup is a more intuitive and accessible way of presenting information than the "boring" reports and press releases common in the human rights community, effectively allowing him to reach a wider audience. 41 In recent days, government agencies and news outlets also made use of mashups to disseminate information about the course of wildfires, evacuation orders, and shelter availability in Southern California. 42 If a company providing an API took it away from these public-oriented efforts by cutting off access, or raised prices to the point at which a non-profit could no longer afford to take advantage of the technical interoperability, it could face a significant public relations backlash.
Law regulating Web services interoperability 2.4
The law that governs the mashup space primarily is private law established through a series of contracts. The provider, Company A, of the Web service offers a contract (often, but not always) to the entity that wishes to interoperate, Company B. There may also be relevant inbound and outbound contracts. Company A may have a contract with Company C for components of the service that Company A provides to others. Company B may have contracts that run to its end users, or perhaps to others who interoperate with the resulting mashup. The web of contracts can be highly complex. This contractual approach to governing Web services is imperfect, but it may be the best approach available. As a legal matter, depending on the particular mashup, a data provider may or may not be able to enforce its terms of use against a second-level mashup developer, i.e., one who produces a mashup based on someone else's mashup. Terms of service and service level agreements can reduce the flexibility of mashup creators either by prohibiting certain uses of data that would otherwise be feasible or by making moving to a competing data provider costly. In addition, some market participants have expressed the concern that the current potential for open innovation will be hampered by complicated and possibly conflicting terms of service between data sources. If these contracts are ambiguous or lead to lawsuits, innovation associated with mashups may be chilled. New businesses may seek assurances from data providers in the form of service level agreements, but that would only exacerbate the proliferation of potentially inconsistent or innovation-impeding contracts. Furthermore, if such one-off contracts became seen as necessary, many of the most important innovators of today -namely, individual users and nonprofits -could be deterred from participating in the mashup space.
One way that the Web services area might be coherently harmonized among private actors would be through common standards. Although we will revisit a form of this idea in the last section, standards currently play a secondary role in ensuring continued interoperability. Numerous technological standards have contributed to the ability of developers to create mashups, including XML and SOAP. These standards have made data more easily transmitted and understood between applications. However, there are no recognized standards governing the connection between applications in a broader sense, including acceptable uses and the sort of contractual terms discussed above. It is relatively easy to adhere to an extremely flexible standard like XML for organizing data because it can be adapted to virtually any use, but it is much more difficult to agree on anything like standard APIs among various applications simply because different applications do so many different things. Such standard APIs would have to be sufficiently flexible that they would potentially work in every Web service application, but specific enough that they can take advantage of the various features in each of them. While that combination is possible for data storage and transmission, it will be more difficult for applications that perform such widely divergent functions on that data. Standards are thus more likely to be applicable either within related areas (e.g., all ser-c h a p t e r t w o Drivers and Inhibitors of Interoperability vices creating maps from location data) or in non-technical areas such as best practices for how one should go about producing and documenting APIs or what uses or behaviors should be allowed.
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Intellectual property law, mostly copyright and patent laws, could have complex effects on the mashup sphere. Although data providers expressly or implicitly waive any copyright claims against mashup developers from the use of their APIs, there is always the possibility that someone else's copyrighted information is included in that data. For instance, Amazon and Google book searching APIs reveal information about copyrighted books, and the authors of those books might have colorable copyright claims against those who make mashups with that information, depending on what portions of the books are accessible through the APIs. Perhaps more worrisomely, a developer can rarely predict when her mashup might infringe one of the thousands of poorly scrutinized, opaquely written software patents, whether held by a market participant (possibly even the data provider) or by a patent troll. This problem only compounds as mashups get more complex -if one mashup infringes a patent, every mashup based on it will likely also infringe. The potential for rent-seeking by patent holders could be another significant expense impeding the progress of mashups. Creative Commons and related movements seeking broader use of copyrighted works somewhat attenuate the copyright problem by ensuring that there is some sphere for mashups to operate safely, but there is no equivalent for patents. Patents are more expensive to obtain (such that few would obtain them only to open them up to the community) and more widely applicable (so it is much easier to infringe them without realizing it).
But even within the relatively small universe of Creative Commons, there is the potential for license incompatibility if, for instance, some information is under a noncommercial license and some is not, or even if two applications use licenses that are very similar but differ on a minor point that makes it impossible to legally combine them.
44 Thus, mashup creators frequently risk 
DrawbaCks of InTeroperabIlITy
As we have seen in the other case studies, interoperability is not an end in itself. Nor is it necessarily a good thing per se. It is only desirable insofar as it leads to positive consequences, such as innovation, that outweigh the corresponding negatives, such as privacy or security issues. The previous discussion takes as almost implicit in the explosion of mashups that interoperability among Web services has led to widespread innovation. But we must consider what costs are associated with that innovation, as well as whether the current balance of costs and benefits will continue into the future.
Benefits for specific stakeholders 3.1
Those who provide Web services on which mashups can be built clearly stand to gain from that interoperability. Every mashup incorporating a Google map, for instance, displays the Google brand and interface and often includes value-added content for which Google receives advertising revenue. In essence, every for-profit mashup under the currently prevalent ad-supported model can be seen as a value chain in which each user indirectly distributes a small amount of money (which accumulates over time) from advertisers to each provider of services used in that mashup. Subscription-based, commissionbased, and donation-based models are also feasible, and some or all of these are used in various contexts. The common theme to these business models is that the more a Web service is used directly or incorporated in others' mashups, the more revenue the service operator generates.
This virtuous cycle of interoperability and integration has the potential to radically reshape the landscape of users' experiences with computers and the Internet. At the extreme, we could see one or a few Web service providers creating platforms so ubiquitous and extensible that they become akin to operating systems on personal computers. Common applications like e-mail, word processing, photo storage and sharing, and instant messaging are already commonly available on Web-based platforms. Since social networking site Facebook opened itself up to outside applications, it has attracted more than 5,000 of them, with an average of 100 new applications added each day.
46 These applications give Facebook new capabilities that may attract new users and cause existing users to log in more frequently. The additional traffic generated gives rise to increased revenue for Facebook, and in some cases also directly from users or developers. Of course, developers target Facebook because its platform already has an extensive user base, so it seems likely that it will continue to grow more flexible and feature-rich for the foreseeable future, and network effects will only accelerate that growth. 47 However, it is far too early to suggest that Facebook or anything like it will eventually replace Windows, Linux, and other operating systems as the primary platform for innovation and application development on personal computers. Such predictions have been made in the past, most notably in the case of Java, 48 and so far have proven incorrect.
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Benefits for society at large 3.2
The general benefits of innovation are shared broadly. Each Web service or mashup may have new features and capabilities that differentiate it from others previously available. Thus, individual users reap the benefits of interoperability every time they use a Web service or mashup. Moreover, public ser- vice mashups almost inherently create a benefit for society as a whole. Media Tracker, described above, enables a level of political transparency in the area of media and telecommunications in the US that otherwise would be extremely costly if not impossible. Sami Ben Gharbia's Tunisian prison mashup makes prominently available information about that country that otherwise would be invisible to those seeing Tunisia as only a tourist destination.
Having widespread development of new applications through interoperable
Web services also fosters a more interactive culture of user-driven innovation, which Eric von Hippel and others have analyzed. 
Drawbacks of interoperability 3.3
The benefits of confronting the current instability of innovation in the Web services space through standardization should be balanced against the costs that could occur over time. While the Web services landscape currently contains many important actors, there is still the potential for vendor lock-in if developers focus on one platform. As we have seen in the other case studies, privacy and security are always concerns when determining the optimal level of openness in an interoperability ecosystem. In the Web services context in particular, having data hosted on the Web has the potential to diminish users' independence from any particular service provider. Technical standardization could lead to competition in non-technical (i.e., legal or market) dimensions, and if there is less than complete interoperability, the decision to use one data provider in a mashup may limit the possibilities available to future developers building off that mashup. c h a p t e r t h r e e Benifits and Drawbacks of Interoperability One problematic scenario for mashup interoperability would occur if standardization led to vendor lock-in for developers.
52 It is possible that one platform, having become a standard through outcompeting alternatives or through some other process, could take on a gatekeeper role, restricting innovations that would be disruptive to its owner's business models or hindering growth through poor foresight in design. Even the most well-intentioned platform provider can end up impeding innovation if new applications require capabilities that the platform is not designed to support, but no alternative platform has enough users to make the applications sustainable. In other words, developers will be stuck with the shortcomings of any such standards except to the extent that, having hammered out a consensus, they are able to once again generate momentum to revise it. 
MaInTaInIng 4 InTeroperabIlITy
The relevant policy issue in the context of this case on mashups is not how to establish interoperabilty (which exists by definition), but rather how to ensure that this level of interoperability is maintained so that the current rate of innovation continues. As a secondary matter, we concern ourselves with how to ensure that those who have invested in developing (i.e., the company that spends time and money to innovate on top of the interoperable system) or using (i.e., the end user who uses and may save personal data in a service) mashups do not lose their investments arbitrarily. These two concepts are related:
if developers and end users cease to trust that their investments will pay off, then they are unlikely to participate in this innovative process to begin with.
Three potential approaches might help to achieve greater levels of sustainability in this context. First, we ought to consider a system of license interoperability, whereby terms of service and service level agreements are standardized. Finally, it is important to remember that, while the benefits of mashups and Web services so far seem to create a strong net positive, there are associated costs that may become more substantial in the future. Too much interoperability could leave the entire system open to concerns of privacy and security, and paradoxically could lead to vendor lock-in through convergence on a de facto standard. By using the tools described above and related technologies like interoperable Digital ID, society may nonetheless be able to reap the benefits of mashup innovation while keeping the associated problems to a minimum.
